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Abstract— Sensor networks are often deployed in environ- respectively [6][7]. In addition, encryption serves a broad
ments where malicious nodes present. Among all possible forms range of security purposes like data integrity, content privacy,
of the attacks threatening the sensor networks, in this work, access authentication, etc.

we f n traffic analysi ks. Typically, in performin . . .
trgﬁic?c:r?alc;/sist,,aanc zilttz:lac)I/(Se;S v%itltla(;asvesélrpo;aoyr,]-goirﬁ)ge vc\)/irelegs Tlmlng analysis [15] can not be prevented with the en-
transmissions and analyze contents and timing instances of the Cryption methods. Successful correlation between two trans-
transmissions so to infer critical events or to trace valuable assets mission events reveals the path of a data flow. Solutions
in the network (e.g, data sources or sinks). The paper presents a studied for wired networks [2][4][14][17] use traffic mixing
probabilistic approach to shape the sensor network traffic to de- —ochnigues including sending messages in reordered batches,
correlate time instances in transmissions. The security properties . . .
of the approach are studied both analytically and empirically, sending decoy/dummy messages, and Introduc.lng random
showing strong protection in high probability. delays. However, sensor networks have features different from
a wired network, requiring reevaluation of the existing work
and new designs of anti timing analysis solutions.
. INTRODUCTION Features of wireless sensor networks include constraints
Rapid advances of wireless sensor network technologies the resources each sensor possesses, namely, computing,
have enabled numerous applications in civilian, law enforcstorage, bandwidth and energy. Such constraints raise con-
ment and military environments, from large scale environmeoerns on a scheme that requires decoy packets due to the
tal monitoring, structural defect monitoring, border intrusioextra usage of bandwidth and energy. On the other hand,
tracking, hostile terrain surveillance, to small scale persom@mmunications among sensors is multiplexed within a radio
health monitoring. Many applications of wireless sensor naange (depending on encryption method) in the wireless
works require strong security protection over the networkedium, which helps hiding a particular transmission among
and over the data collected and transmitted in the networleighbors’ transmissions. Our study, thus, adopts the random
Among various security threats, traffic analysis is one thdelay approach instead of using decoy packets and exploits
has been made easier in the wireless medium than the witkd multiplexing feature of the wireless medium to protect
lines, in that a malicious node can eavesdrop all the wirelessnsor traffic from timing analysis.
transmissions without physically attaching to a line or com- We base our work on the assumption that a sender is able
promising a node. Though the wireless communications cemhide the identity of its intended receiver in transmission but
be protected by strong cryptographic methods at applicatiant its own. The rationales behind this assumption are that:
(end-to-end) or at link level, an eavesdropper can still obtaim one hand, the sender can either use link level encryption
information on traffic pattern, traffic change pattern, or enar simply broadcast its messages to hide the receiver. The
to-end traffic flow paths [8][9]. With such information, theintended receiver shall use the right key to decrypt the mes-
eavesdropper can infer the events happening in the netwsé&ges; on the other hand, an eavesdropper assisted with radio
or trace the paths to the sources/destinations of the flowsdatection technique can detect a wireless transmission from a
the locations of the events. More deadly consequences cordterable location and name it. By discovering the temporal
directly result from the information. Thus countermeasurafependency of two transmissions at different locations, he
that prevent sensor traffic against traffic analysis have to hequires the knowledge about the relationship of two consec-
studied as an important sensor security issue. utive nodes along a data path. When attackers have substantial
Traffic analysis [1] can be performed on both packetetwork-wide monitoring ability, or physical mobile tracking
contents (content analysis) and timing events of transmissiatslity, they will be able to integrate piecewise information
(timing analysis). Typical countermeasures to content analygiso global knowledge to finally infer the locations of the
are padding data packet into a constant length and using peents or the base stations in the sensor network.
hop key to encrypt packets. When source and destinationin this paper, we study random delay strategies to prevent
addresses in packet headers are concerned, per hop link Iéeiporal correlation of wireless transmissions within a neigh-
encryption or link pseudonyme can be used [11]. With thes®rhood. Specifically, our schemes introduce random delays
methods, every transmission looks different to an observardependently and distributively at each hop. Our strategies do
Though encryption and decryption is considered expensimet use dummy messages but exploit the broadcast media in
with regard to a sensor’s resource constraints, measurememigroving the effectiveness and the efficiency of the schemes.
have shown that the overhead is tolerable, e.g., the timBse key of such design is how to derive the delay and what
that a Berkeley MICA1 Mote sensor takes to encrypt artie anonymity properties will be. We introduce two schemes
decrypt 30 bytes data using RC5 are 1.94 and 2.02 msaw analyze their anonymity properties in the paper. The work



is presented as follows. We start with brief reviews on relatedktworks; (iii) cryptographic keys are more likely managed
terminologies and previous work in Section I, follow by thdocally in sensor networks; (iv) many applications use mobile
descriptions of the schemes in Section Ill. Section IV analyzesnsor networks; and moreover, (v) while per flow treatment
the security properties of the schemes, and Section V validalgsSG-MIX is not a problem for a wired line because MIXes

them through simulations. Section VI concludes the papesually have high traffic volume, inputs to a wireless sensor

with future work outlined. node is not as high as those to a wired MIX. Our schemes use
a distributed approach and exploit the broadcast nature of the
Il. BACKGROUND AND RELATED WORK wireless medium to facilitate anti-traffic analysis strategies.
) For wireless multihop networks, preventing traffic analysis
A. Terminology has been studied as a routing problem. Jiang [9] presented

The concept ofanonymity is defined as "the state ofa routing algorithm that finds appropriate routing paths for
being not identifiable within a set of subjects, #agonymity various end-to-end flows aiming at maintaining global link
set' [13]. The anonymity set is the set of the identities ofraffic patterns as invariable as possible. Our work differs
possible senders/recipients [5][16]. The larger the set is, titem the work in that we model aggregated traffic in a local
better the anonymity protection will be. Further, anonymity isansmission radius. For sensor networks, anti-traffic analysis
defined in terms of the relationship of a sender and a receiwtrategies have also been presented in [6], where window
not to be identified. If an algorithm always provides the size d&fased delay randomization and dummy packets are used. Our
the anonymity set to be greater than 1, the algorithm providepproach does not use dummy packets, rather, longer delays
deterministic anonymityOtherwise, if an algorithm has ain trading for bandwidth. By exploiting the wireless media,
probability that the size of the set goes to 0 in an exponentiallye are able to control the overall average delay.
decreasing rate given a linear increasing complexity parameter

of the algorithm, the algorithm is said to provigeobabilistic I1l. PROBABILISTIC TRAFFIC SHAPING

anonymity[10]. In this section, we describe two random delay strategies
to shape data traffic so that direct correlation of a previous

B. Related work transmission (by the upstream node) with the current one

Strategies thwarting timing analysis are studied withil} impossible with high probab|I|t3_/. Our strategies do F‘O‘_
. . . use dummy messages but exploit the broadcast media in
many Internet anonymity protocols, e.g., with various MIX:

Net designs [3][10][14]. The strategies include introducinﬁnprlov!ng :hﬁ effecnven_ess and the eﬁ!ﬁ'ﬁncy. of the sﬁ hemes.
random delay; buffering messages in a pool, reordering mégaysis 0 the anonymity properties will be given in the next
: R ection.
sages and flushing the pool; injecting dummy/decoy packe%s,
and padding each packet to the same length or random lengths.
For example, a delay-and-playout technique (traffic mixind)- Network Model
is used in [2][14]. Serjantov et al. [17] classify traffic mixing In our targeted sensor network scenario, all the sensors
strategies into two major categories—simple MIXes and powldependently generate data reports and relay reports for some
MiXes. Both categories use either one threshold or both:oé its neighbors. The packets are padded to a constant size.
message pool size and/or a time period that a message We assume all the sensors have a radio range &ensors
stays in the pool. Decoy messages could be used wheithin the ranger can either send to or receiver from each
necessary. These threshold based schemes are vulnerablther. Our assumptions on sensor security follow the ones
either flooding attacks, where the adversary sends its own mded by [6][12], i.e., sensors have established pair-wise keys
messages to flush a pool of size n; or trickle attacks, where tloeencrypt transmissions at each hop and also to decrypt the
adversary blocks all the incoming messages except the tangatkets and process them at the intended receivers within the
one until the mix node sends it out afteror the two blended. transmission range. A further relay of the message will be
Various mixing schemes have been proposed to reduce theencrypted to generate a different payload pattern. Note this
success ratio of such attacks [17]. network security model is vulnerable to localized DOS attacks
A close related work is Stop-and-Go-MIX (SG-MIX) [10]. (energy depletion) but the damage will not propagate further.
SG-MIX does not use thresholds on a message pool or dJsing current radio detection technique, an eavesdropper
time window, nor decoy messages. Rather, it uses independsart easily detect a wireless transmission from a referable
random delays for each message. In SG-MIX, the sourlmeation. It can identify this transmission using its own coor-
pre-computes a route passing through a few MIX nodeknation system and name convention. When it intercepts two
and values of random delays at each node. The values epasecutive transmissions from two sensors that are within
encrypted by the keys of each node en route and embétke ranger, the eavesdropper can perform traffic analysis on
ded in the message header. SG-MIX achiepesbabilistic the two packets for content correlation and timing correlation.
anonymity i.e., two transmissions could be correlated withVith the above sensor security assumption, content correlation
an exponentially decreasing probability when traffic intensitg impossible (is hard or resource consuming). Because a
increases linearly. However, SG-MIX can not be used ielay node will re-encrypt the content with a different key,
wireless sensor networks due to many reasons: (i) The enettee same data payload appears differently at every relay
end approach is not suitable for distributed sensor networlignsmission. However timing correlation is possible if one
(i) pre computed data paths can not be obtained in sengarcket is sent after a reasonable delay counting the processing



and media access control. More over, a compromised noderesmission by a neighbor. We will show that such probability
more dangerous in that it can act protocol-compliantly big very low.

to break the privacy and security system. For example, itWe extend the above scheme to further eliminate the
can generate its own payload and monitor who will relayworst case by introducing a second or more delay(s) if each
the packet. When an adversary detects the relation betweapiration of delay returns finding event A happened at the
upstream and down stream nodes, it can trace the routing pétst place and all the later delays have both events B and C
towards either the data source or the destination (base statioappened. There are several issues relate to this extension.
by physical movements or by feeding information to its glob#irst, this could lead to long total delay depending on traffic
adversarial information center for integration with other dattoad. We argue that since a source always sends its packets

These actions could lead to deadly consequences. without delaying, any long delay will eventually end when
any of its neighbors or itself sends a packet. The occurrence
B. Distributed Random Delay Strategies of more than one delays has decreasing smaller probabilities.

%econd, we introduce a delay upper boubg,., at each

. op. The upper bound enables the control over the overall

global Centrallze_d con_trol and ene-to-end knowledge._ MI éng-to-end Fc)JIpeIay to meet QoS requirements. Especially, if

?)el}rt(;(t:tzrr;ql:eizi tl(;lC;udllngthSeGél\rﬁl(lj{(tbf::: dnggtj&ll;(szgh(z:ﬁgﬂ%e sensor network is delivering time critical data, the upper
P PPy rhpund provides a tradeoff for optimal anonymity control and

a distributed way, i.e., each node along a path independe y . :
. : rformance. Finally, this method creates more chances for
introduces a random delay for the packet it relays. Thus We

are able to avoid the many drawbacks of original SG-MIx.2 malicious node to perform trickle (o'r blocking) f”m(.j flood
; attack - only one packet is enough to trigger an emission from
Our first scheme thus works as follows. In the scheme,. a

sensor node independently generates data packets and eﬁit@e'ghborhmd' When this happens, this scheme reverts to

. . : e previous one. However, a successful trickle and flood
them immediately after generation. A sensor also rela

packets for its neighbors. When a packet is received, it wi tack has also very small probability in success, given that

be delayed for a while before being emitted again. The valjg 1 >0r sources are uniformly distributed and each source

of the delay draws from an exponential distribution witl‘(rJenerates packets mdependently. _— .
. . We name the basic schemerobabilistic reshaping
parameteru. When a transmission is delayed, the packet o
. ) : . . RESH)and the extended onextended probabilistic re-
put into a queue until the delay time expires. During the del s¥1

period or even before receiving the packet, the neighborsapm.g (exPRESH)In_ the next section, we will provide
of the node may transmit or have transmitted packets analysis on the security properties of the two schemes. The

roJ ) i
the node itself may have originated packets. Thus Whghstrlbutmns enable a better understandl_ng, especially about
) . e trade-offs between delay and protection.
this node transmits the delayed packet, an eavesdropper may
not be able to tell whether the current transmission is an
originated data or a relay of an early transmission; or, to IV. SECURITY ANALYSIS

which early transmission this packet might relate. Thus A& Attacks
relay transmission is hidden among its own data, neighbors’sy, eavesdropper in the system running PRESH or

transmissions or its other relay traffic. exPRESH has no predictable clues in correlating two trans-
The scheme presents the worst case when a packeiniSsions since each packet is delayed independently and
emitted after delay but with no mixing traffic. When th'srandomly. Transmission even{s;, es, ..., e, } that the eaves-
happens, an eavesdropper has the highest probability (50%élli8pper has collected during a time windof, do not
guessing whether this transmission is a relay of the previoys|y him in guessing which event the next transmission will
one or an emission by the node itself. If an eavesdropperpiyst Jikely relate to. Each event has the same probability
able to identify idle periods of the system, especially, whegy L. However, if an eavesdropper is able to monitor the
traffic load is not high, he will have a higher probability i”neighborhood for a long time, he might be able to identify
correlating events (we defer analysis to the next section). §q, busy period and the idle period of the system, especially,

Communications in wireless sensor networks typically la

be more specific, let's define the following events. when traffic load is not high. Thus, when a packet enters the
« Event A: the queue is empty when the packet first arrivaéystem with an empty queue, and when it is emitted again
at the node; but there is no other transmissions in the neighborhood up to
« Event B: During the delay period, there is no othethe time, the eavesdropper can correlate the two events most
transmissions in the neighborhood. successfully. This presents the worst case for the two schemes.
« Event C: During the delay period, there is no packets |n the wireless medium, a single compromised node can
originated by the node itself. only block traffic passing through itself. To successfully

Thus at the time of an expiration, if at least one of thbreak the mixing scheme supported by the neighborhood,
three events does not occur, immediate transmission of the adversary has to compromise a number of nodes in the
current packet is considered safe because it is mixed withighborhood. These nodes then act coordinately to block the
other transmissions when observed by another node in th@nsmissions in the neighborhood except the target packet
neighborhood. However, when all of the events A, B anfbr a period in order to empty the queue and to wait for

C have happened, transmission of the packet is less stife target packet to come out. If the adversary could obtain
because this is the only transmission following the previous,,..., he can block the neighborhood for the same period to



increase blocking success probability. Then exPRESH revertdl) Probability of worst caseThe worst case happens when
to a threshold-based scheme. The success rate of such atthekwo eventsd’ and B’ occur. The probability is

depends on the time period the adversary spends in blocking , , , ,

the traffic. After that the adversary only needs to send one P(worstCase) = P(A'NB') = P(A)P(B')

additional packet to convince the target packet to come outFor eventA’, P(A’) is simply the probability that the
after its delay period. In this case, exPRESH reverts §§/stem is empty at an arrival, which is ™ For eventB’,
PRESH. After all, launching such attacks requires very stropge probability that during a service time there is no arrival is

adversary. equal to the probability that an sample drawn fréhap(y.) is
larger than a sample frozp(m), which is mfw. Thus,
we have

B. Assumptions

—P
For the convenience of the analysis, we assume transmis- P(worstCase) = (1)

sion delay and processing delay are negligible compared to I+p
the random delay we introduced. Benchmark measurement®) Size of anonymity setWhen a packet is emitted, the
of Berkeley Mote MICA sensors show that transmission gfacket is mixed within the anonymity set. The anonymity set
a sensor data packet uses 40-50 ms, encryption/decrypt@re packetX consists of the packets in the queue when
requires about 2 ms using RC5 for 30 bytes data, and sens@irdvals, X itself and the packets arriving during the service
generate data at a rate of 60s [6]. Thus it is safe to assumiéne of X. The expectation of the number in the queue when
mean of random delay at 60s or tens seconds. The aggreg@eeicket arrives ié"f. And the expectation of the number

transmissions over the neighborhood, provide enough mixiggrivalIS during the busy period of a packet = Thus
Gs5.

traffic. . . ; .
. . . . .. . the expectation of the size of the anonymit tis:
We base our analysis on the uniformity of node distribution P ymity &8

and traffic distribution. In a neighborhood witln nodes,

each node originates data independently and each has equal Up=p+ (2)
probability in relaying data for its neighbors. We simplify

the problem by assuming a packet flow will be relayed in Note thatlim, ., Uy = 1, i.e, when traffic load is very

a neighborhood only once. We also simplify the model bgw, the only transmission would be the packet itself. At that
not differentiating a specific node from its neighbors sindéme, the scheme fails to protedt by mixing it with others:

we study the worst case. Thus, we model the traffic thim,—o P(worstCase) = 1.

each node generates (both originating and relaying) as &) Success rate of blocking attacBuppose a time interval
Poisson process with parameter The aggregated traffic in 7 is used by the adversary to block the traffic and then to send
a neighborhood is a Poisson distribution with parametér its own one packet. The blocking attack will success if all the
(including the node itself). At a specific node, a portion gpackets in the system leave within time The memoryless
the arrivals (at rate ok) will be processed (here, delayed angproperty gives us the probability that a packet in the system
then re-emitted) with a service time exponentially distributdg@aving withinr as P[X < 7] = 1 — e7#7. At the time the
with parametery immediately at arrival. From the view blocking attack starts, the system could have arbitrary number
point of an eavesdropper, the system we are modelling d§ packets, say, with a probability of P[X =i] = f;.—:efp.

the neighborhood around it. So we redefine the events tfAdte probability that all of them leave the system within time
lead to the worst case, i.e., a transmission of a packet directlys V [all Leave| X = i] = (P[X < 7])* = (1—e~#7)%. Thus,

following its previous transmission, to the following: the expectation of success probability of blocking attack is
« Event A’: the queue is empty when the packet arrivals 0 2 ieP(] — e kT
at a node: Volr) = 30 PIX = i)(Plx < )y = 3 0
« EventB’: during one delay period, there is no transmis- i=0 i=0 '
sions in the neighborhood. —mle HT
Based on this aggregated neighborhood traffic model, we ana- = exp( U (3)
lyze the anonymity properties for both PRESH and exPRESH

Equation (3) shows that if a blocking intervat is set,
the success probability decreases exponentially with the linear
decrease of the delay parameter

schemes.

C. PRESH

For PRESH, a packet will be delayed only once. We moder eXPRESH

the scheme as a/m/oco queue system, where the arrivals For exPRESH, additional delays will be used when
are in a Poisson distribution with parameten, and infinite  PRESH’s worst case occurs with a probability of
number of servers are able to serve each arrival immediatélyex PRESH) = P(worstCase). When that happens,
with a service time exponential distributed with parameter an independent exponential delay starts. The procedure
With this model, the analysis for PRESH follows the workepeats thereafter if the message terminates its service but
presented in [10] directly. We give the main results belofinds there is no arrival to the system during its last service
with a definition on traffic intensity = mA/u. time. The procedure stops until at least one new message



has arrived or the maximum delay boudd,,., has been Note that whenm) — 1, fp(t) becomes aGamma
reached, then the packet is emitted. When the schemejiiribution with parameters:\ and2. Figure 2 illustrates the
under blocking attack, the best strategy the attacker will Uggtribution of the total delay needed for a successful mixing
is to force a packet to come out after the first delay. In thgfin i = 1packet/second. A reference curve ofEzp(y)
case, exPRESH reverts to PRESH. The key performangepRESH is given too. The figure shows that whee: 5,
issue for exPRESH is the trade off between a longer del@y>RESH and PRESH have very close probabilities at long
and a zero probablllty of worst case. The total delay timegalay times. Owing to neighborhood multiplexing,= 5 is
packet experiences becomes a critical factor. We model fgy to reach. For example, for a neighborhood with 10 active
system using the state transition diagram shown in Figurepdembers, the mean delay could set to only a half of the mean

In this model, the bound is not considered. packet interarrival time.

In the diagram,n, n > 0, denotes the states of queue
length n. States1F and 1L are the steady states for the 1y ‘
first and last message during a busy period in the system. . p226 -
The corresponding probabilities of queue length in steady- 08 I reference,’%x:p?p? -

states arer,,. 1, andx,p are for steady statesF” and 1L

respectively. We have the following balance equations: z
o
mAry = pTir
MATIF = MATo
(mA+ )z, = 2uxs
(mA+2u)xs = mAzip +mArip + 3pxs 0 2 4 6 8 10
Time (at p = 1 packet/second)
Fig. 2. Distribution of Delay
(mA+np)x, = mAp_1+ (n+ Dpzpir, n>2

o S ) ~ 2) Mean total delay timeNow we compute the mean of
The derivation ofz,, is given in the Appendix I. An explicit the total delay for exPRESH. The mean total delay time for

expression for is any message can be computed by conditioning on the system
_ e p (@) is empty or not when the message arrives at the system. When
To = (1+p)—e" the system is empty, the massage has to wait until one arrives.
Thus,
Note thatlim, .oz = % Based on the probabilities, we
are able to give the following properties. 1 1 1 1
Di=wo(—+—)+(1-z)>=—+ 2
mA W mA
Substitutingz yields the mean total delay time
e Dy =1 <1 ¢’ ) (7)
coe [ _|_ e —
Y (I+p)—e

One can see that when the traffic intensitys large, the
mean total delay is just the mean service time'. Whenp
Fig. 1. State Transition Diagram is small, however, the total delay increases because the first

1) Delay Distribution: For exPRESH, a packet may bedn€ssage _in the busy period has to wait forar_1ew one to come.
delayed for many terms till there is at least one arrival (packf€ additional delay/m could be substantially large. An
M) during its last delay term. Thus the total peridd a !lustration of the function is given in Figure 3, where the

packet is delayed (the busy period) can be divided into t/B€an total delay is normalized to the mean sgrvice time. In
sub periodsT; and T, where T} is the time for the first order to demonstrate the convergencelfoX axis starts at

packetM to arrival in a busy period, and, is the residual 0-25 in the figure.

service time afterM arrivals. D = T + T>. Due to the

memoryless property of the arrival and delay proces#gs, V. SIMULATIONS

has the exponential interarrival distribution with parameter We investigate the influence of aggregated traffic on the
mA, andT; has the exponential service time distribution witlnixing schemes PRESH and exPRESH through simulation.

parameter:. The probability density function ab is: We use GlomoSim[18], a packet level simulator for wireless
and wired networks. In the simulation, 225 nodes are uni-

t formly distributed in a square field at an average nodal density
fot)= [ mre™™ . pem79) ds of 16 nodes per transmission radius. In an attempt to collect
0 N data from uniform traffic pattern, we set sinks on one side of

_ )R (e A i fm # (5) the field and all the data flow towards the same direction. The
mApte if mA=pu (6) statistics are only collected from the nodes at the other side of

the field. Those nodes also have their neighborhood within the
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a node’s neighborhood. We run the simulations over multiple 35

seeds for the random number generator. The results should
reflect accuracy statistically. In simulations, we set the mean
date generating interval to be fixed at one report every 60

30 t
25
20 t

Mean Set Size

seconds [6]. The mean delay time varies from one second to 15

60 seconds. At short delay intervals like one second, a node or o

does not have enough aggregated transmissions to have at least 5f !;,.f"

one packet on average in order to hide its own traffic. The X 0 0 005 01 015 02 025 03 035 04 045 05
axis is the relay traffic intensity, for one node, i.eA/u. Thus Traffic Intensity

when each node generates packets every 60s on average in a Fig. 5. Size of Anonymity Set

neighborhood of 15 nodes, a node has to wait for 4 seconds

(oo = 0.067) on average to hear another transmission. hf (?rawn at the right side of a bin. For example, a point drawn

node delays a packet longer, it has better chance for mixmaq. "Per Hop Delay = 1s” in Figure 6, counts data fallen in

We collect statistics to calculate averag@worstCasc) for the bin of (0.5, 1]. This particular case actually counts for the

PRESH and the size of the anonymity set for both schemt]aes\./ rage of a possible higher peak at "x = 1S
For exPRESH scheme, the worst case occurs when the total olﬁ F?gure 6 pPRESH sr?ows zxponential decéy trend of the

e).(ttﬁ ndfd delaysle?hceedslzh:ahbw?,qgm. Al .ttrt]a(tj t'\Tve’ eventt robability with regard to the delay time, which is expected.
without an arrival, the packet has to be emitled. Vve coun r exPRESH, more terms of delays will be used since the

occurrences of this event to calculate HeworstCase) for o opaniing of the worst case occurring after the first delay
exPRESH. Obwolusly the probability is affected by the valug relatively high at one second as the mean delay time.
of qux- In the simulation, we vanDp.; 10 be one, two or The figure shows that exPRESH exhibits higher probabilities
three times of the chosen mean delay for exPRESH. of longer overall delays than those of PRESH. The curves

Figure 4 gives the probabilities for the worst cases. Tréeﬁift towards the right side of PRESH. Especially, larger
possibilities approach zero quickly when the traffic intensitﬁ ’

f loarl h q ¢ maz SHOWS more shifting corresponding to longer delays.
increases. Clearly exPRESH schemes decrease faster n the mean delay reaches 60 second (Figure 7), all the

PRESH. In addition, the larger the delay bound, the Sma”?&hemes reveal the same distribution. This is because that the

the probabilities. The result suggests that we can trade delgy, eqated traffic intensity is so high that all the packets will
for stronger security protection. Figure 5 gives the sizes g

transmitted after one delay no matter what scheme is in

the anonymity sets corresponding to the above configur§de The distribution converges to the exponential distribution
parameters. The sizes increase when load increases. The

schemes demonstrate little differences due to the fact that
most packets experienced the same neighborhood activities.
Differences exist when load is low. : .
The distribution of the total delays that packets experiencedN€ paper has presented traffic shaping schemes to coun-
at each node is illustrated in Figure 6 and 7 with mean del&§fmeasure traffic analysis over sensor data transmissions.
setting to one second and 60 seconds respectively. For bBIRESH and exPRESH both use random delays to de-correlate
figures, the boundD, .. is enforced in such a way that alransmission events without introducing extra banQW|dth over-
delay drawn from theZzp() must be finished even iD,.q. head for sensors. The approaches also exploit the traffic

is met. This allows us to show the full distribution smoothlynultiplexing ability of the wireless medium to reduce the

Otherwise, one can expect the curves end with a peak at m/@rall delay and to red_uce the probability of the worst_ case.
correspondingD, ... values. When calculating probability, theexPRESH presents an improvement over PRESH to eliminate
placement of bins affects the shape of the curves slightf}e occurrence of the worst case at the cost of longer ene-to-
Here, each figure takes 20 bins. The corresponding valuetlRd delays. Analysis on the anonymity properties and simu-
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lations are given in the paper. The main results are that with
very high probability, the schemes successfully mix sensqg
data transmissions among neighborhood radio activities; anq]
the insecure facts of the schemes decrease exponentially with
linear increase of mean delay time.

Some applications of sensor networks do not demonstrate
uniform traffic patterns, e.g, applications with only a few base
stations will show traffic concentration near the base stations.
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APPENDIX |
STEADY-STATE PROBABILITY z,,

Our future work will study traffic shaping strategies for these The balance equations can be written as:

traffic patterns. We will also analyze the impact of capacity
on neighborhood mixing technique.

mAz, = (n+ Vpz,y1, n > 2

Let p = m\/u, we haver,, as functions ofr,:
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Ty =2 To, N > 2
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We then obtain the foIIoWing:

1
oy = PR
2
1L = pTo, TiF = T

Using the normalization condition yields
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